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Usage of the GeoNode’s Django Administration Panel 
 
GeoNode has an administration panel based on the Django admin which can be used to do 
some database operations. Although most of the operations can be done through the normal 
GeoNode interface, the admin panel provides a quick overview and management tool over 
the database. 

Accessing the admin panel 

Only the staff users (including the superusers) can access the admin interface. 

Note 

User’s staff membership can be set by the admin panel itself, see how in the Manage users 

and groups through the admin panel section. 

The link to access the admin interface can be found by clicking in the upper right corner on 
the user name. 

 

 

 

 

 

 

Manage users and groups through the admin panel 
The site administration section “Auth” has two links to access the Users and Groups sections, 
as follows. 

 

Adding a user 

By clicking on the “add” link on the right of the Users link, it is possible to add a new user to 

the GeoNode site. A simple form asking for username and password will be presented as 

follows. 



 

 

Upon clicking “save”; a new form will be presented asking for some personal information and 

the rights the user should have. For a normal unprivileged user, it is sufficient to just fill the 

personal information and then confirm with “save”. If the user has to access the admin panel 

or be a superuser; it’s required to tick the “staff” and “superuser” checkboxes.  

 

 

 

 

 

 

 

 

 

 

 

But if you need to provide some specific privileges to a user; you need to explicitly define them. 



 

 

 

Changing a user 

If you want to modify an existing user; click on “Users” then on a username in the list. 

 

 

Configuring User Registration (Optional) 
 

By default, the admin user could create new users or grant privileges to an existing user to 
create new users. If you need to allow the users, themselves to register with your GeoNode; 
you need to enable some setting as described below. In the scope of this workshop; this is 
not required. 

To allow new user registration: 

1. Set up the email backend for Django and add the appropriate settings to 

/etc/geonode/local_settings.py 



 

For example: Assume you are going to use gmail SMTP server 

EMAIL_BACKEND = 'django.core.mail.backends.smtp.EmailBackend' 

EMAIL_HOST = 'smtp.gmail.com' 

EMAIL_HOST_USER = 'yourgmail@gmail.com' 

EMAIL_HOST_PASSWORD = 'your‐gmail‐pw' 

EMAIL_PORT = 587 

EMAIL_USE_TLS = True 

2. One week activation window: 

Edit /usr/local/lib/python2.7/dist-packages/geonode/settings.py file and set the activation 

window. 

ACCOUNT_ACTIVATION_DAYS = 7 

3. In the same settings file set 

REGISTRATION_OPEN=True 

4. Restart apache service 

$ sudo service apache2 restart 

 

Now you should be able to see the “Register” option. New registrants would be sent an email inviting 

them to activate their account. 

 

 

 

 

 

 

 



 

Adding a Group 
It is possible to create new groups with set of permissions which will be inherited by all the 
group members. Say, you want to employee some people to just to upload data only. So, you 
can create login IDs for them but rather than assigning permissions individually; you may 
create a group and assign all the permissions required to upload data and then assign each 
data entry user.  

 

 

Layer Permissions 
 

Now that we’ve already created some users, we will take a closer look on the security of 
layers, how you can protect your data not to be viewed or edited by unwanted users. 

Hint 

As already mentioned before; it is important to know that a superuser does 
have unrestricted access to all your uploaded data. That means you cannot 
ban a superuser from viewing, downloading or editing a layer! 

The permissions on a certain layer can already be set when uploading your files. 

When the upload form appears (Layers -> Upload Layer) you will see the permission 

section on the right side: 



 

 

As it can be seen here, the access on your layer is split up into three groups: 

 view and download data 

 edit data 

 manage and edit data 

The difference between manage and edit layer and edit layer is that a user assigned 

to edit layer is not able to change the permissions on the layer whereas a user 

assigned to manage and edit layer can change the permissions. You can now choose 

whether you want your layer to be viewed and downloaded by 

 anyone 

 any registered user 

 a certain user (or group) 

To set the permissions on a layer which is already being added, click on the layer. You 

will get the layer preview with many options as shown below.  

 

  

 

 

 

 

 



 

Once you click on the “Edit Permission”, you will get the same permission menu you got 
during the layer upload process. 

Map Permissions 
 

The permissions on maps are basically the same as on layers. Click on any map and scroll 
down till you see the permission options. 

 

Document Permissions 
 

The permissions for documents are also same as the above two cases. You may set the 
permission while uploading the documents or you may change permissions by editing the 
document permissions later. 

 

 

 

 


